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57 ABSTRACT

Methods and techniques for selective service access are
described. A short range, wireless device establishes lists of
available devices within its transmitting proximity that are
able to provide a desired service. The lists can be ranked
based upon a service profile, e.g., established by the device
user. The lists can also be periodically updated to accom-
modate device mobility.
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METHOD AND APPARATUS FOR
SELECTIVE SERVICE ACCESS

BACKGROUND

The present invention relates to telecommunications and
data communications, and more particularly to a method and
apparatus for providing devices, e.g., short-range wireless
devices, with selective service access (e.g., Internet service)
by selecting from among one or more network devices that
offer a desired service.

The radiocommunication industry has made phenomenal
strides in commercial operations in the United States as well
as the rest of the world. For example, the growth of cellular
communication systems in major metropolitan areas has far
exceeded expectations and is rapidly outstripping system
capacity. If this trend continues, the effects of this industry’s
growth will soon reach even the smallest markets. At the
same time, the commercial success of hand-held information
processing devices, e.g., personal digital assistants (PDAs),
and the Internet has resulted in a confluence of information
and communication technologies that, in turn, is generating
new products and a consumer demand for new services.

It is widely anticipated that users of hand-held informa-
tion processing devices will soon generally expect to receive
a wide range of services via a single hand-held device, e.g.,
telephone services, Internet access and access to any other
available information network. An example which is some-
times used in describing the future of these types of devices
and services is that of a person moving about in a shopping
mall being able to receive and/or query local information
networks regarding sales, products, etc. using his or her
hand-held device. Wireless technologies offer a mechanism
for providing such services. One such technology, com-
monly referred to as Bluetooth, provides short-range, point-
to-point radio access for communication between devices.
When a Bluetooth device (referred to herein as the initiator),
e.g., a hand-held device, wants to identify other Bluetooth
devices that are in the vicinity, e.g., those associated with a
number of different shops in the mall, it sends an inquiry
message. All Bluetooth devices within range of the initiator
that are set in discoverable mode will answer the inquiry.
The initiator can then decide whether it wants to connect to
any of the discovered devices. If the initiator is searching for
other devices because it wants to make use of a specific
service (presumably because the user requested that service
or because an application running on the user’s hand-held
device requires that service), the inquiry message can con-
tain a class of device identifier, so that only devices which
belong to that class will answer the inquiry. This shall at
least increase the possibility that the device that the initiator
chooses to connect to can offer the requested service.

Once two Bluetooth devices are connected, the Bluetooth
Service Discovery Protocol (SDP) can be used to obtain
more detailed information about available services. This
protocol is described in more detail below. Briefly, however,
the Bluetooth device that wants to use a particular service
sends an SDP request, specifying the service that it is
seeking. If a peer Bluetooth device can offer the requested
service, it sends an SDP reply with an identifier for that
service. The SDP requests can also include a list of
attributes, in which case the SDP reply contains the values
of those attributes for this specific service.

When a Bluetooth device receives several answers to an
inquiry, a selection is required to determine the answering
device to which a connection should be made. Since the
Bluetooth device may be mobile, this selection process is
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further complicated by that possibility that, even after the
initial selection of a device offering the desired service, an
even more suitable candidate device may come into range.
One way to select among the answering devices is to present
all of the answering devices to the user, e.g., on a display of
the user’s Bluetooth device, and let the user decide which
one to connect to. This manual selection process may prove
to be time-consuming and annoying, particularly if there are
a large number of answering devices that provide the desired
service within range of the user’s Bluetooth device.

Accordingly, it would be desirable to provide methods
and systems for automating the selection of services.

SUMMARY

According to exemplary embodiments of the present
invention, these and other drawbacks, limitations and prob-
lems associated with conventional service selection tech-
niques are overcome. Exemplary embodiments of the
present invention provide an initiator with a service profile
which can be compared with the relevant service attributes
from responding Bluetooth devices. The initiator can main-
tain a device list of proximate Bluetooth devices, as well as
a candidate list which is ordered based on how well the
proximate Bluetooth devices match the service profile. The
candidate list can be used to select a servicing device when
the service associated with that list is needed, e.g., by an
application running on the initiator.

BRIEF DESCRIPTION OF THE DRAWINGS

The objects and advantages of the invention will be
understood by reading the following detailed description in
conjunction with the drawings, in which:

FIG. 1 illustrates a Bluetooth piconet;

FIG. 2 illustrates a larger piconet, including a master and
several slaves;

FIG. 3 illustrates an exemplary scatternet;

FIG. 4 illustrates an INQUIRY message packet;

FIG. 5 illustrates the signaling performed between two
Bluetooth units for neighbor discovery and connection
establishment;

FIG. 6 illustrates an INQUIRY RESPONSE message
packet;

FIG. 7 is a flowchart illustrating exemplary steps for
maintaining device lists according to an exemplary embodi-
ment of the present invention; and

FIGS. 8(a) and 8(b) depict signalling for a search process
according to an exemplary embodiment of the present
invention.

DETAILED DESCRIPTION

The various features of the invention will now be
described with reference to the figures, in which like parts
are identified with the same reference characters. In the
following description, for purposes of explanation and not
limitation, specific details are set forth, such as particular
circuits, circuit components, techniques, etc. in order to
provide a thorough understanding of the present invention.
However, it will be apparent to one skilled in the art that the
present invention may be practiced in other embodiments
that depart from these specific details. In other instances,
detailed descriptions of well-known methods, devices, and
circuits are omitted so as not to obscure the description of
the present invention.
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Conventional networking protocols are based on the char-
acteristics and/or features of fixed networks. In fixed net-
works, the network configuration typically does not change.
Although nodes can be added and removed in fixed net-
works, the route traveled by data packets between two nodes
typically does not change. The disadvantage is that fixed
networks cannot be easily reconfigured to account for
increases in data traffic, also called system loading. Accord-
ingly, when system loading increases for one node, the
surrounding nodes are likely to experience increased delays
in the transmission and reception of data. Another drawback
to fixed networks is that they are not well-suited to node
mobility and, therefore, do not readily support the types of
mobile services described above.

In contrast to fixed networks, ad hoc networks are
dynamic. An ad hoc network is formed when a number of
nodes decide to join together to form a network. Since nodes
in ad hoc networks operate as both hosts and routers, ad hoc
networks do not require the infrastructure required by fixed
networks. Accordingly, ad hoc networking protocols are
based upon the assumption that nodes may not always be
located at the same physical location. One example of a
technology which enables the development of short range,
wireless, ad hoc networks is that defined by the recently
developed Bluetooth technology which facilitates two-way
data transmission. Bluetooth is a universal radio interface in
the 2.45 GHz frequency band that enables portable elec-
tronic devices to connect and communicate wirelessly via
short-range, ad hoc networks. Readers interested in various
details regarding the Bluetooth technology are referred to
the article entitled “BLUETOOTH—The universal radio
interface for ad hoc, wireless connectivity” authored by Jaap
Haartsen and found in the Ericsson Review, Telecommuni-
cations Technology Journal No. 3, 1998, the disclosure of
which is incorporated here by reference. For the purposes of
the present invention, only Bluetooth features of immediate
interest are described here to avoid obscuring these exem-
plary embodiments.

To provide some context within which to understand
selective service access systems and methods according to
the present invention, some exemplary ad hoc network
topologies which operate using Bluetooth technology will
first be described. Those skilled in the art will, however,
appreciate that the present invention can be implemented in
other networks than those described here.

FIG. 1 illustrates a Bluetooth piconet. A piconet is a
collection of digital devices, such as any of those mentioned
above, connected using Bluetooth technology in an ad hoc
fashion. A piconet is initially formed with two connected
Bluetooth devices. In each piconet, for example piconet 100,
there exists one master Bluetooth unit and one or more slave
Bluetooth units. In FIG. 1 Bluetooth unit 101 is a master unit
and unit 102 is a Bluetooth slave unit.

FIG. 2 illustrates a larger piconet, including a master and
several slaves. According to Bluetooth technology a slave
unit can only communicate directly with a master unit. FIG.
2 illustrates a piconet 200 with a master unit 201 and a
plurality of slave units 202-208 arranged in a star network
topology. If slave unit 202 wishes to communicate with
slave unit 206, slave unit 202 would transmit the information
it wished to communicate to master unit 201. Master unit
201 would then transmit the information to slave unit 206.

As those skilled in the art will appreciate, the topologies
which develop can become quite complex as the number of
devices in the vicinity of one another increases. For
example, FIG. 3 illustrates an exemplary scatternet 300. A
scatternet is formed by multiple independent and unsynchro-
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nized piconets. In FIG. 3, piconet 1 includes the master node
303 and slave nodes 301, 302 and 304; piconet 4 includes the
master node 305 and slave nodes 304, 306, 307 and 308; and
piconet 5 includes the master node 309 and slave nodes 308
and 310. To implement a scatternet it is necessary to use
nodes which are members of more than one piconet. Such
nodes are herein referred to as forwarding nodes. If, for
example, node 301 wishes to communicate with node 310,
then nodes 304 and 308 might act as forwarding nodes by
forwarding the information between the two piconets and in
particular between nodes 301 and 310. For example, node
301 transfers the information to the master node of piconet
1 node 303. Master node 303 transmits the information to
forwarding node 304. Forwarding node 304 then forwards
the information to master node 305, which in turn, transmits
the information to forwarding node 308. Forwarding node
308 forwards the information to master node 309 which
transmits the information to the destination node 310.

A Bluetooth device operating within the above-described
topologies can simultaneously be a slave member of mul-
tiple piconets, but only master in one piconet. Additionally,
a Bluetooth device that acts as master in one piconet can
participate in other piconets as a slave. These various roles
are reflected in the exemplary topology of FIG. 3 by the
different shadings used for different Bluetooth devices, as
indicated by the legend. Since typical Bluetooth devices can
only transmit and receive data in one piconet at a time,
participation in multiple piconets can be provided on a time
division multiplex basis.

Each Bluetooth device has a globally unique 48 bit IEEE
802 address. This address, called the Bluetooth Device
Address (BD_ADDR) is assigned when the Bluetooth
device is manufactured. In addition, the master unit of a
piconet assigns a local active member address (AM_ADDR)
to each active member of the piconet. The AM_ADDR,
which can be, for example, three bits long, is dynamically
assigned and de-assigned and is unique only within a single
piconet. The master uses the AM_ADDR when polling a
slave in a piconet. However, when the slave, triggered by a
packet from the master addressed with the slave’s
AM_ADDR, transmits a packet to the master, it includes its
own AM_ADDR (not the master’s) in the packet header.

Since ad hoc networks are dynamic, ad hoc networking
technology typically has a neighbor discovery feature. The
neighbor discovery feature allows one Bluetooth unit to find
any other Bluetooth unit which the first Bluetooth unit can
communicate with and consequently form an ad hoc net-
work with. A neighbor discovery procedure in Bluetooth is
known as the INQUIRY procedure. Once a Bluetooth unit
knows of neighboring Bluetooth units, a Bluetooth unit can
connect to the neighboring Bluetooth unit using the PAGE
procedure.

FIG. 4 illustrates a Bluetooth packet which is used for
transmitting information, for example within the topologies
of FIGS. 1-3. The illustrated Bluetooth packet consists of
access code 410, header 420 and payload 430. The header
420 contains the AM_ADDR followed by some control
parameters, e.g., a bit indicating acknowledgment or retrans-
mission request of the previous packet, when applicable, and
a header error check (HEC). The access code 410 in the
packet can be of three different types including a channel
access code (CAC), a device access code (DAC) or an
inquiry access code (IAC).

The channel access code identifies a channel that is used
in a particular piconet, i.e., in essence the channel access
code identifies the piconet. Accordingly, all packets
exchanged within a piconet carry the same channel access


















