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SECURE LOCATION-BASED SERVICES
SYSTEM AND METHOD

CROSS-REFERENCE TO RELATED
APPLICATIONS

The present application claims priority benefit of provi-
sional U.S. Patent Application Ser. No. 60/254,189 filed
Dec. 8, 2000, the disclosure of which is incorporated herein
by reference in its entirety.

BACKGROUND

The present invention relates to electronic communica-
tion, and more particularly to the use of encryption tech-
niques in location-based services provided by communica-
tion networks.

Today’s cellular communication systems offer various
communication services. Some communication services
now rely on position information that accurately character-
ize the coordinates of mobile stations within a service area.
For example, one of the communication services supported
is a location service that allows a system subscriber’s
geographical position to be communicated to third party
service providers. The third party service providers may
offer various location dependent services requiring the posi-
tion information. For example, position information is
needed for fleet management of trucks and containers,
preventing car thefts, locating rented cars and routing emer-
gency calls. Other location dependent services may include
providing localized content to subscribers, i.e., advertising,
directions to the nearest hospital, restaurant, gas station, etc.

There is a substantial interest in the cellular industry to
exploit this new added dimension. At the same time it is also
well recognized that location dependent services present
concerns relating to the privacy rights of subscribers. Many
subscribers are reluctant to have their location monitored to
avoid breaches of privacy from various governmental agen-
cies, commercial entities, or even from personal acquain-
tances. Subscribers would likely participate in location
dependent services if given the ability to maintain their
anonymity in general and the control over the release of their
location information.

Currently there is neither widespread use of location
dependent services, nor are world wide standards deployed
that utilize subscriber location information to provide loca-
tion dependent services, e.g., using Web and HTTP technol-
ogy. Accordingly, standards will likely develop to mandate
that subscribers be allowed to make the final determination
regarding when and where location information will be
used. Subscribers must be able to grant or deny permission
to location dependent service providers regarding the use of
his/her location information. The privacy issues discussed
above are a recognized potential problem, but no solutions
have been presented that make the use of location informa-
tion inherently safe.

For example, one proposed solution is to give a user the
option of disabling/enabling all application initiated location
capabilities. However, this option disables all application
initiated location queries, and if the subscriber chooses to
enable the application initiated queries, any agency sub-
scribing to positioning capabilities, which has the subscrib-
er’s number, can locate the subscriber at any time.

In addition, granting permission is only part of the prob-
lem. Ensuring the integrity and the confidentiality of the
location information is not solved by any implicit or explicit
means of granting permissions.
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Accordingly, there is a need to provide a system and
method to provide location dependent services to subscrib-
ers while maintaining the subscribers’ anonymity, and the
integrity and confidentiality of the location information.

SUMMARY

The present invention addresses these and other concerns.
Public Key encryption is used to provide location dependent
services to subscribers while maintaining the subscribers’
anonymity.

According to one aspect, a method for initiating a loca-
tion-based service from a third party service provider (SP) is
provided. A client’s identification information is encrypted
with an encryption key previously obtained from a network
location server (NLS). The encryption key may be a public
key in a public key encryption system. The NLS maintains
a record indicating a location associated with the identifi-
cation information. The encrypted identification information
is transmitted from the client to the SP. The SP launches a
location request to the NLS that includes the encrypted
identification information received from the client. The
location-based service is provided according to a response to
the location request from the NLS.

According to another aspect, a system for providing a
location-based service to a subscriber includes a mobile
electronic equipment that encrypts the subscriber’s identi-
fication information using a previously obtained encryption
key associated with a NLS and transmits the encrypted
identification information. The NLS decrypts the client’s
encrypted identification information and maintains a record
indicating a location associated with the client’s identifica-
tion information. A SP receives the transmitted encrypted
identification information from the mobile electronic equip-
ment, transmits a location request to the NLS, the location
request including the received encrypted identification infor-
mation, and provides the location-based service to the sub-
scriber via the mobile electronic equipment according to a
response to the location request from the NLS.

According to another aspect, a network entity for provid-
ing anonymous location information about mobile clients
includes means that determine locations of the mobile
clients and associate each mobile client’s identification
information with a corresponding location. The network
entity also includes means that decrypt encrypted client’s
identification information received with a location request
from a service provider to determine a requested corre-
sponding location-based on the mobile client’s identification
information and means that provide the requested corre-
sponding location of the mobile client to the service provider
in response to the location request without identifying the
mobile client.

According to another aspect, a mobile client for anony-
mously receiving location-based services in a communica-
tions network includes means that encrypt corresponding
mobile client identification information and transmit the
encrypted client identification information with a request for
the location-based services to a service provider and means
that receive and process the location-based services in
response to the request.

BRIEF DESCRIPTION OF THE DRAWINGS

The above and other objects, features, and advantages of
the present invention will become more apparent in light of
the following detailed description in conjunction with the
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drawings, in which like reference numerals identify similar
or identical elements, and in which:

FIG. 1 is a block diagram of a conventional terrestrially-
based wireless telecommunications system;

FIG. 2 illustrates a conventional positioning method in
which positioning information is acquired;

FIG. 3 is a diagram illustrating a client initiated system
and method providing location dependent services using
public key encryption according to an embodiment of the
present invention;

FIG. 4 is a diagram illustrating a service initiated system
and method providing location dependent services using
public key encryption according to another embodiment of
the present invention; and

FIG. 5 is a diagram illustrating a system and method
providing location dependent services using public key
encryption according to another embodiment of the present
invention.

DETAILED DESCRIPTION

Preferred embodiments of the present invention are
described below with reference to the accompanying draw-
ings. In the following description, well-known functions
and/or constructions are not described in detail to avoid
obscuring the invention in unnecessary detail.

With reference now to FIG. 1 of the drawings, a GSM
Public Land Mobile Network (PLMN), such as cellular
network 10, is illustrated which is composed of a plurality
of areas 12, each with a Mobile Switching Center (MSC) 14
and an integrated Visitor Location Register (VLR) 16
therein. The MSCNLR areas 12, in turn, include a plurality
of Location Areas (LLA) 18, which are defined as that part of
a given MSCNLR area 12 in which a mobile station (MS)
(terminal) 20 may move freely without having to send
update location information to the MSCNLR area 12 that
controls the LA 18. Each Location Area 18 is divided into a
number of cells 22. Mobile Station (MS) 20 is the physical
equipment, e.g., a car phone or other portable phone, used by
mobile subscribers to communicate with the cellular net-
work 10, each other, and users outside the subscribed
network, both wireline and wireless.

The MSC 14 is in communication with at least one Base
Station Controller (BSC) 23, which, in turn, is in contact
with at least one Base Transceiver Station (BTS) 24. The
BTS is the physical equipment, illustrated for simplicity as
a radio tower, that provides radio coverage to the cell 22 for
which it is responsible. It should be understood that the BSC
23 may be connected to several BTS’s 24, and may be
implemented as a stand-alone node or integrated with the
MSC 14. In either event, the BSC 23 and BTS 24 compo-
nents, as a whole, are generally referred to as a Base Station
System (BSS) 25.

The PLMN Service Area or cellular network 10 includes
a Home Location Register (HLR) 26, which is a database
maintaining all subscriber information, e.g., user profiles,
current location information, International Mobile Sub-
scriber Identity (IMSI) numbers, and other administrative
information, for subscribers registered within that PLMN
10. The HLLR 26 may be co-located with a given MSC 14,
integrated with the MSC 14, or alternatively can service
multiple MSCs 14, the latter of which is illustrated in FIG.
1.

The VLR 16 is a database containing information about
all of the MS’s 20 currently located within the MSCNLR
area 12. If an MS 20 roams into a new MSCNLR area 12,
the VLR 16 connected to that MSC 14 requests data about
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that MS 20 from the HLR database 26 (simultaneously
informing the HLR 26 about the current location of the MS
20). Accordingly, if the user of the MS 20 then wants to
make a call, the local VLR 16 will have the requisite
identification information without having to reinterrogate
the HLR 26. In the above described manner, the VLR and
HLR databases 16 and 26, respectively, contain various
subscriber information associated with a given MS 20.

As illustrated in FIG. 2 of the drawings, upon a network
positioning request, the Base Station System (BSS) (220 and
240) serving the MS 200 to be positioned generates posi-
tioning data, which is delivered to the MSC 260. This
positioning data is then forwarded to a Network Location
Server (NLS) 270 for calculation of the geographical loca-
tion of the MS 200.

The NLS 270 is also commonly referred to as a Mobile
Positioning Center, Mobile Positioning Server, or even a
Gateway Mobile Location Center. The NLS 270 may also be
thought of as a logical entity, i.e., not the actual function that
provides the location but instead functions as a proxy for the
location functionality in the network. For example, the NLS
270 may contain an association of the used identity and the
true identity of the MS 200 and then request the location
from the network functionality using that true identity.

The location of the MS 200 can then be provided to a
Location Application (LLA) 280 that requested the position-
ing. Alternatively, the requesting LA 280 could be located
within the MS 200 itself, within the MSCNLR 260 or could
be an external node, such as an Intelligent Network (IN)
node or a third party location-based service provider.

In order to accurately determine the location of the MS
200, positioning data from three or more separate BTS’s
(210,220, and 230) is required. This positioning data for
GSM systems can include, for example, a Timing Advance
(TA) value, which corresponds to the amount of time in
advance that the MS 200 must send a message in order for
the BTS 220 to receive it in the time slot allocated to that MS
200. When a message is sent from the MS 200 to the BTS
220, there is a propagation delay, which depends upon the
distance between the MS 200 and the BTS 220. TA values
are expressed in bit periods, and can range from 0 to 63, with
each bit period corresponding to approximately 550 meters
between the MS 200 and the BTS 220.

Once a TA value is determined for one BTS 220, the
distance between the MS 200 and that particular BTS 220 is
known, but the actual location is not. If, for example, the TA
value equals one, the MS 200 could be anywhere along a
radius of 550 meters. Two TA values from two BTSs, for
example, BTSs 210 and 220, provide two possible points
that the MS 200 could be located (where the two radiuses
intersect). However, with three TA values from three BTSs,
e.g., BTSs 210, 220, and 230, the location of the MS 200 can
be determined with a certain degree of accuracy. Using a
triangulation algorithm, with knowledge of the three TA
values and site location data associated with each BTS (210,
220, and 230), the position of the MS 200 can be determined
(with certain accuracy) by the NLS 270.

It should be understood, however, that any estimate of
time, distance, or angle for any cellular system 205 can be
used, instead of the TA value discussed herein. For example,
the MS 200 can have a Global Positioning System (GPS)
receiver built into it, which is used to determine the location
of the MS 200. In addition, the MS 200 can collect posi-
tioning data based on the Observed Time Difference (OTD)
between the time a BTS 220 sends out a signal and the time
the MS 200 receives the signal. This time difference infor-
mation can be sent to the NLS 270 for calculation of the
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location of the MS 200. Alternatively, the MS 200, with
knowledge of the location of the BTS 220, can determine its
location.

Existing technology can provide subscribers with the
ability to prevent LAs 280 from positioning them in order to
protect their privacy. However, preventing positioning alto-
gether eliminates the subscriber’s ability to use all location-
based services. A subscriber may want to selectively use a
subset of the location-based services available to him, while
maintaining anonymity with respect to all location-based
service providers.

The method and system of the present invention uses
encryption to prevent a third party location-based service
provider from obtaining the identity of a subscriber. Encryp-
tion allows information exchanged between two or more
parties to be secured so that the information may only be
decrypted by the receiving party. The communicated infor-
mation is encrypted according to some system that the users
have agreed in advance to use. There are several encryption
methods, such as the data encryption standard (DES) and
public key cryptography (PKC). A classical cryptographic
system is generally a set of instructions, a piece of hardware,
or a computer program that can convert unencrypted infor-
mation, for example plaintext, to encrypted information, for
example ciphertext, or vice versa, in a variety of ways, one
of which is selected by a specific key that is known to the
users but is kept secret from others. The DES is a classical
cryptographic system.

PKC systems make use of the fact that finding large prime
numbers is computationally easy, but factoring the products
of two large prime numbers is computationally difficult.
PKC systems have an advantage over other cryptographic
systems like the DES in that a PKC system uses a key for
decryption that is different from the key for encryption. Each
entity has a private key and a public key. Public keys are
generally held in databases run by “Key Certificate Authori-
ties” and are publicly known. However, each user’s private
key is known only to that user. Once a sender encrypts a
message with a recipient’s public key, it can only be
decrypted using that recipient’s private key. Thus, encryp-
tion is performed using only the public key, which is
published for use by others, and the difficulty of securely
distributing keys is avoided.

In addition to decrypting received messages, the private
key may also be used to by a sender to sign a message with
a digital signature prior to sending it. The message recipients
can then use their copy of the sender’s public key to check
the digital signature to verify the identity of the sender and
that it has not been altered while in transit.

In order to resolve a location using a network based
location method, as described above, the identity of the
mobile client must be known. However, in general, location-
based services do not need the mobile client identity (client
ID), or the subscriber’s identity, to provide services. A third
party location-based service provider (SP) can be required to
retrieve the location information by sending a request to the
NLS 270, thereby maintaining the anonymity of the mobile
client.

FIG. 3 is a diagram illustrating a client initiated system
and method providing location dependent services using
public key encryption according to an embodiment of the
present invention. A transaction in a client-initiated service,
also referred to as a “pull” service, is requested by the
mobile client (MC) 30, i.e., a mobile station subscriber.

Referring to FIG. 3, the Mobile Client’s ID, e.g., a Mobile
Station Integrated Services Digital Network (MSISDN) ID,
is stored in a memory 40 associated with the MC 30. The
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MC 30 and the NLS 270 associated with the network
exchange public keys (step 0). This step may be performed
offline. The MC 30 signs the client ID using its private key
and encrypts the client ID using the public key provided by
the NLS 270 (step 1). The MC 30 sends a service request
message to a SP 60 via, e.g., a wireless application protocol
universal resource locator (WAP URL), including the
secured client ID (step 2). The SP 60 sends a location request
message to request corresponding location information from
NLS 270 using the secured client ID (step 3), from which the
SP 60 cannot determine the subscriber’s identity. The NLS
270 provides the corresponding location information to the
SP 60 (step 4). The SP 60, using the location information,
provides the location dependent service to the MC 30 (step
5) while maintaining the anonymity of the MC 30.

Additional security and privacy may also be provided by
adding layers of encryption. For example, in an alternative
embodiment shown in FIG. 5, in addition to exchanging
public key(s) with the NLS 270, the MC 30 also exchanges
public key(s) with the SP 60 and the SP 60 with the NLS 270
(step 50). Here again, the exchange of public keys may be
performed while offline or as part of the ongoing transaction,
but prior to the actual process of encrypting the MC 30 data.

The MC 30 then encrypts its identity (client ID) twice to
create the secured client ID (step 51). Here, an implemen-
tation dependent sequence number that identifies each trans-
action may optionally be encrypted along with the client ID.
This transaction ID number will, when encrypted, yield a
one-time password that is preferably unique. The transaction
ID number, and/or resulting one-time password, allows
identification and tracking of each transaction for later
termination and/or changes to the provided service. For
example, the SP 60 may associate a duration of service with
the transaction ID. The transaction ID may also be used for
other purposes. Some of the other possible uses for the
transaction ID are to identify the transaction for billing
purposes and/or to verify that only a subscriber is accessing
the service (and not unauthorized individuals attempting
theft of service). In either case, the MC 30 encrypts the client
ID (and optional transaction ID number) a first time using a
public key of the NLS 270, and then encrypts the encrypted
client ID (encrypts a second time) using a public key of the
SP 60. The twice encrypted client ID is then forwarded to the
SP 60 (step 52).

The SP 60 decrypts the twice encrypted client ID using
the SP private key to obtain the encrypted client ID, and
forwards the encrypted client ID in (or with) a location
request message to the NLS 270 (step 53). Additionally, the
SP 60 may sign the location request message with a digital
signature using its private key prior to sending it to the NLS
270. The NLS 270 receives and decrypts the location request
message using the NLS private key. If the SP’s 60 signature
is included, the NLS 270 verifies the signature of the SP 60
using the SP public key (which is previously known).

The NLS 270 uses the client ID in the location request
message in a relevant location procedure to obtain the
location information for MC 30 and prepare a corresponding
location information message. Additionally, the NLS 270
may sign the location information message using the NLS
private key. In either case, the NLS 270 then encrypts the
entire location information message a using the SP public
key prior and sends the message to the SP 60 (step 54).

The SP 60 decrypts the location information message
received from the NLS 270. If the NLS’s 270 signature is
included, the SP 60 verifies the signature using the NLS
public key. The SP 60 then generates a service response
message to the initial service request from the MC 30 with












