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METHOD AND SYSTEM FOR
ESTABLISHING A WIRELESS
COMMUNICATION LINK

CROSS REFERENCE TO RELATED
APPLICATIONS

This application claims the benefit of U.S. Provisional
Application No. 60/269,331, filed Feb. 20, 2001, which is
hereby incorporated herein by reference in its entirety.

FIELD OF THE INVENTION

This invention relates to a method of establishing a
wireless communications link between a user communica-
tions device and a service communications device.

BACKGROUND OF THE INVENTION

Wireless communications technologies are frequently
used for a wide variety of applications, such as remote
controls, wireless network connections of computers,
e-commerce applications or the like. In many applications it
is desired to establish a secure communications link between
two communications devices. This may for example be
desired in order to minimise the risk of unauthorised use or
misuse or the risk of unauthorised retrieval of information
transmitted via the communications link. Hence, effective
authentication and encryption schemes are desired in order
to mutually authenticate the devices participating in a com-
munication, and to be able to encrypt the information
transmitted via a communications link.

An example of a wireless communications technology is
the Wireless Application Protocol (WAP), which enables
mobile communications devices to access the Internet. The
WARP protocol is a layered protocol with a wireless datagram
protocol (WDP) as the lowest layer, layered on top of a
network layer and a bearer service which provide the wire-
less data link between a WAP client and a WAP server.
Examples of bearer services include CDPD in an analogue
cellular system, SMS and GPRS in a GSM cellular system,
Bluetooth, one-way and two-way paging.

The Bluetooth technology is an example of a short-range
wireless communications technology. The Bluetooth tech-
nology enables different units to communicate at a high
speed and may be used in a variety of applications including
ad-hoc networks of computers and other electronic equip-
ment, e-commerce applications where a portable electronic
user communications device may be used as an electronic
ticket or key. The user communications device, e.g. a mobile
phone, may connect to a service communications device
which may grant or deny access to a location or a service.

In many of these applications there is a need for a fast
authentication of the user communications device by the
service communications device, in particular when the time
necessary for the completion of an interaction between the
user device and a service device should be kept as small as
possible.

The Bluetooth standard (see “Specification of the Blue-
tooth system, Wireless connections made easy”, core version
1.0B, 1999, at http://www.Bluetooth.com) describes how to
create security associations between Bluetooth units, how to
authenticate units and how to encrypt Bluetooth links.
Authentication and encryption are based on security keys
generated by one or both of the units and exchanged during
an initial pairing or initialisation procedure. However, the
unit authentication and link encryption mechanisms require
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that the two communicating units have been paired, i.e. that
an initialisation procedure has been performed and that they
share a common secret link key. The pairing is performed
based on a PIN value.

The Bluetooth specification suggests that the user may
manually enter the PIN into the two devices. However, in
order to achieve high security during the subsequent ses-
sions the PIN value should be long as it is used as a basis for
the generation of the secret link key. Consequently, this
solution has the problem that the manual entering of a long
PIN code is time consuming, and errors are likely to occur.

Alternatively, the Bluetooth specification suggests that the
PIN value may be exchanged between two devices through
means supported by software on the application layer, e.g.
by a Diffie-Hellman key agreement. However, the Bluetooth
specification does not indicate how this may be done.
Furthermore, it is a problem of this prior art solution that a
Diffie-Hellman key agreement alone does not provide suf-
ficiently high security, especially for e-commerce applica-
tions, or other applications which require the exchange of
sensitive data.

For the WAP protocol a standardised security protocol
called Wireless Transport Layer Security (WTLS) has been
described (see “Wireless Transport Layer Security (WTLS)”
WAP forum, http://www.wapforum.org). The WTLS proto-
col may be used to create secure connections between a
WAP client, e.g. a mobile telephone, and a WAP server, e.g.
a WAP service provider.

Another known security solution for many secure trans-
port applications in the Internet is the Transport Layer
Security (TLS) solution (see T. Dierks and C. Allen, “The
TLS Protocol Version 1.0”, IETF RFC 2246, fip://ft-
p.isi.edu/in-notes/rfc2246.txt). The goal of the TLS protocol
is to provide privacy and data integrity between two com-
municating applications. The TLS protocol is composed of
two layers which my be layered on top of a reliable transport
layer, such as TCP.

However, it is a disadvantage of these prior art methods
that using the higher level security functions during com-
munication requires an implementation of a WTLS or TLS
server in the communicating Bluetooth units. This would
imply additional storage and memory requirements.

It is a further disadvantage of these prior art methods that
setting up a higher level communication, such as a WSP or
http session with WTLS or TLS, between a client and a
server takes a long time. This time may exceed the time
available for an e-commerce interaction.

It is a further disadvantage of these prior art methods that
they require a bearer protocol that supports WTILS or TLS,
such as IP, to be available between the two Bluetooth units.

Hence, it is an object of the invention to provide a method
and a system for a fast, efficient set-up of secure connections
between wireless communication units.

SUMMARY OF THE INVENTION

This and other objects are achieved when a method of
establishing a secure communications link between a user
communications device and a first service communications
device, the method comprising the steps of
exchanging a first identification key via a first communica-

tions protocol between the user communications device

and a selected one of the first service communications

device and a second service communications device;
generating, based on the first identification key, a second

identification key for use during subsequent communica-
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tions sessions between the user communications device

and the first service communications device via a second

communications protocol;

storing the second identification key in a first storage means
of the user communications device and in a second
storage means of the first service communications device;

is characterised in that the method further comprises the step
of

authenticating the first communications protocol using a
pre-configured trust relation between the user communi-
cations device and the corresponding first or second
service communications device.

According to the invention, the second identification key
is generated on the basis of a first identification key which,
in turn, is provided as a result of an authenticated key
exchange protocol. The authentication of the key exchange
protocol is based on a pre-configured trust relation between
the user communications device and the corresponding first
or second service communications device. Examples of such
trust relations include a shared secret, a certificate, a public
key, etc. The authentication of the key exchange protocol
provides sufficient security even for sensitive e-commerce
applications, without requiring a cumbersome manual input
of a lengthy PIN code. The key exchange may be part of a
transaction, e.g. an initialisation procedure such as a hand-
shake operation, between the user communications device
and the first service communications device. Alternatively,
the key exchange may be performed with a second commu-
nications device, e.g. a dedicated subscription device or a
remote network server.

Consequently, it is possible to generate and exchange a
long first identification key, thereby increasing the security
related to the second identification key which is based upon
the first identification key. At the same time, the key
exchange is performed in a fast and efficient manner without
the need for manually inputting a key code, such as a PIN.
It is a further advantage of the invention that, in subsequent
communications sessions, a secure link may be established
based upon the second identification key without the need
for time-consuming communication via the first protocol.

Consequently, the method according to the invention
results in a second identification key which may be used in
subsequent communications sessions between the user com-
munications device and the first service communications
device, e.g. for unit authentication, encryption or the like.
The establishment of a secure communications link com-
prises the initial establishment of a connection and an
initialisation procedure including the generation of an iden-
tification key which may be used for authentication and
encryption.

It is an advantage of the invention that the first commu-
nications protocol is only needed during the initial session
when generating the first identification key. If the identifi-
cation key is transferred to other service communications
devices, the identification key may also be used for setting
up secure connections between the user communications
device and the other service communications devices.

The first storage means may for example be a physical
memory, such as a RAM, in the user communications device
or a, possibly dynamically, allocated part of the memory of
a processing unit of the user communications device.

Other examples of storage means are storage media such
as a hard disk, a SIM card, or the like. Likewise, the second
storage means may be a memory or storage medium in the
first service communications device or a memory or storage
medium which the first service communications device has
access to, e.g. via a computer network.
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In a preferred embodiment of the invention
the second communications protocol is a Bluetooth base-
band protocol;
the second identification key is a Bluetooth link key; and
the step of generating the second identification key com-
prises the steps of

performing a baseband pairing of respective Bluetooth base-
band layers of the user communications device and the
first service communications device; and

generating a Bluetooth initialisation key on the basis of the
first identification key.

It is an advantage of the invention that it provides an
efficient and fast method of setting up a secure connection
between two Bluetooth units.

In another embodiment, the second identification key may
be generated as part of another initialisation procedure of the
second communications protocol between the user commu-
nications device and the first service communications
device.

Alternatively, the step of generating the second identifi-
cation key on the basis of the first identification key may
comprise the step of using the first identification key directly
as the second identification key, e.g. as the Bluetooth link
key, thereby avoiding an additional initialisation procedure.

The first and second communications protocols may be
implemented on top of any suitable communications chan-
nel, including a wireless communications link, e.g. radio-
based, infrared or the like.

In a further preferred embodiment of the invention the
second communications protocol is a lower-layer protocol
than the first communications protocol with respect to a
layered communications model.

When the first communications protocol is selected from
the class of protocols comprising TLS and WTLS, existing
protocols and their respective security mechanisms may be
utilised. Examples of such security mechanisms include
WTLS in connection with WAP and TLS in connection with
IP. Alternatively or additionally, other suitable communica-
tions protocols may be used.

It is a further advantage of the invention that it allows
utilisation of already existing security functions of portable
user communications devices, such as mobile phones, PDAs
and laptops.

In an advantageous embodiment of the invention the step
of authenticating the first communications protocol com-
prises a handshake operation, and the first identification key
is derived from a shared secret established during the
handshake operation. It is an advantage of this embodiment
that existing key generation and key exchange functions
may be adopted, thereby providing a particularly efficient
way of exchanging the first identification code with little
overhead. The shared secret may for example be the shared
secret of a WTLS or a TLS security protocol.

The user communications device, the first and the second
service communications devices may be any electronic
equipment or part of such electronic equipment, where the
term electronic equipment includes computers, such as sta-
tionary and portable PCs, Bluetooth. access points, station-
ary and portable radio communications equipment. The term
portable radio communications equipment includes mobile
stations such as mobile telephones, pagers, communicators,
i.e. electronic organisers, smart phones, PDAs, or the like.

In a preferred embodiment of the invention, the second
service communications device is a server computer of a
communications network, e.g. a personal computer, a work
station, a server of a service provider, or the like.





















